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For us security and compliance are important. Capego SmartSign in collaboration with Criipto is fully compliant with elDAS -

meaning that all documents are digitally signed in accordance with the elDA standad.

EU has presented a list of rules and requirements to secure the online activity in the EU. To ensure security all our services

comply with the strict rules and regulations and are regularly controlled by specialists to ensure that they always meet the

strict requirements.

eIDAS Regulation

By doing the elDA, EU has managed to create a foundation and legal framework to ensure businesses and others a safe

access to services and safe online transactions. The elDAS Regulation on electronic identification and trust services

helps businesses and others with secure and seamless electronic interactions. elDA ensures higher security and more

convenience for online activities.

According to the European Commission (2023) the elDAS Regulation:

. ensures that people and businesses can use their own national electronic identification schemes (elDs) to access

public services available online in other EU countries;

. creates a European internal market for trust services by ensuring that they will work across borders and have the

same legal status as their traditional paper-based equivalents.

Capego SmartSign using elD is compliant with:

o PAdES standard
o ETSI 319 142
« elDAS

PAdES (PDF Advanced Electronic
Signatures) enables advanced electronic
signatures and is regulated by the

ETSI EN 319 142 standard. PAdES specifies
precise profiles, making it compliant with

the ETSI standard for digital signatures.
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ETSI (European Telecommunications
Standards Institute) has the function of
issuing technical standards by delegation
in the EU eIDAS Regulation. elDAS is

a European regulation that consists

of two parts. One regulates electronic
identification (elD) and the other regulates
additional services (AS). The purpose
behind the elDAS is to achieve a satisfying
security level for electronic identification

and its additional services.

Read the Regulation on electronic identification and trust services here:

https:/ /digital-strategy.ec.europa.eu/en/policies/eidas-regulation

https:/ /eur-lex.europa.eu/legal-

content/EN/TXT/?uri=uriserv:0J.L_.2014.257.01.0073.01.ENG

Validate document file:

https:/ /ec.europa.eu/digital-building-blocks/DSS/webapp-demo/validation

elDAS is legally binding in all EU member
states. It is directly applicable without
implementing or interpreting legislation.
The ETSI 319 142 standard for PAdES is
built according to the elDAS regulation.

By using PAdES certification on a signature,
the signature is according to the elDAS

regulation and ETSI technical standards.

By using our service and signing with

an electronic identity provider such as
BankID the signature will be classified

as Advanced electronic signatures (AES)

- these are electronic signatures that

meet certain requirements such as being
uniquely linked to the signatory, capable of
identifying the signatory, and created using
means that the signatory can maintain

under their sole control.



